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STOP-IT WHY A WEBINAR ON CYBERSECURITY?

A Relevance to the Water Security Plan

Although beyond the scope of the Water
Security Plan, the guidance (RIGHTLY) highlight:
the relevance of increasing resilience of water
critical infrastructure against cyber attacks which
can be the vector to intentional water
contamination!

A The need

Even if many utilities have invested resources in
cybersecurity, more progress is necessary to
secure water infrastructure at strategic, tactical
and operational level.

A The aim of the webinar

To raiseawarenessabout the water critical
infrastructure needs for protection against cyber
.~ threats by presenting the solutions results of

> international research projects and investigating
the social changes impact on cyber security.
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STOP-IT The program for today!

1. Cyber security importance in the water sector and the contribution of the STQRject
(Rita Ugarelli, 10 min)

2. Physical and Cyber security integration and modelling at strategic and tactical level (Christos
Makropoulos, 20 min)

3. Applying Machine Learning algorithms to build anorzdged cyber and physical detection
systems (Juan Caubet, 15 min)

4. Cyberphysical solutions for redgime detection at operational level (Gustavo Gonzalez
Granadillo, 15 min)

5. Empowering informed decision making with an overarching solution for the security of water
critical infrastructures (Dora Karali, 15 min)

6. Water supply & cybersecurity (Michel Bosco, 10 min)
Social changes impact of cyber security (Vaclav Jirovsky, 15 min)
A Questions and Answers and closing remarks (10 min)

Formal closure of the webinar series (JB@)in



STOP-IT

Cyber security
iImportance in the
O water sector and the
contribution of the
STOP-IT project

Project funded by the European Un i o pragramme Horizon
2020 under the call CIP-2016-2017-1 i Pr e v e detectiann ,
response and mitigation of the combination of physical and
cyber threats to the critical infrastructure of E u r 0. o2

Rita Ugarelli (PhD), SINTEF AS
STO p - |T Chief Scientist

Project Coordinator
stop-it-project.eu Rita.Ugarelli@sintef.no
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STOP-IT

INDEX

A Why do we need ST@P?

A Obijectives of STAF and Consortium

A Examples of technological and non outcomes
A Join us!




STOP-IT Background

Water networks are vital for life

The use of digital technologies means new opportunities,
but also new risks.

Cyberattacks on water utilities can have impacts on public health; not only in the
delivery of clean, potable water to consumers but to other critical services that
depend on the continuous delivery of water.
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STOP-IT

AND THE ATTACKERS INTEREST IN WATER SECTOR
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A Already a prominent target
(3rd most targeted).

A Many cybersecurity incidents
go either undetected and
unreported, or undisclosed.
(reputation+ customers trust)

A Cyber security is of course
already part of the agenda
for water companies.

A Physical security has been
part of the agenda for some
time.

A Anything else?
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STOP-IT THE OVERALL AIM OF STOP-IT

STOHT will:

Make water critical infrastructure secure and resilient by improving preparedness,
awareness and response level to physical, cyber threats, and their combination,
while taking into account systemic issues, as well as cascading effects.
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STORT solutions will help water |
utilities operators to prioritize
risks and develop a realistic
approach and plan for enhancing
physical and cyber protection.

Projectduration: 20172021




STOPR-IT  STOP-IT SPECIFIC OBJECTIVES & Progress

Raise AWARENESS \O
and COOPERATION ?00 3
in the water sector ___/
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STOP-IT

Who are we?

STOP-IT involves 23 partners from across Europe and Israel

7 researchcentres

SINTEF
=IWW

IWW ZenTeumM WassEr

{WR

Watercycle Research Institute

eurecat

Centee Tecnolipic de Catalumya. @

TECHNION

Israel Institute
of Technology

Ly

7 Industry / SMEsector
2

AtOS @%e]

Trust PNO |
a\

\

Engineering

WORLD % SENSING

Sicherheitsanalysen GmbH

RISA mnemonic -

1 Technology Platform

Water
Europe

=

4 Front Runner Water Utilities

e — ooy
([J)MEE__'__L(DROT Oslo

ﬁ Aigues de Barcelona

Berliner
# Wasserbetriebe

4 FollowersWater Utilities

hessenwasser °

De Watergroep
WATER. VANDAAG EN MORGEN,

7

Bemasagra







