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erview
ed energy player

\\V/ Z Enel aroA

creates and distributes
value in the international
@ energy market
J ﬂ @ 97.800
& Installed MW

1.33 Min
shareholders
73,700
Employees

61 Min
customers

Serving the
communities

Respect of

environment
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erview
nsformation milestones

Ente Nazionale
Energia Elettrica

e 1962:
Nationalization
of 1,300 energy
companies

¢ 1987: Nuclear
power
generation
banned in Italy

e 1992:
Privatization of
Enel SpA

Liberalization anc

diversification

* 1999:
Liberalization of
the electricity
sector (Bersani
Decree)

¢ 1999: Unbundling
and incorporation
of the ISO (GRTN)

e 1999: Enel’s IPO
(Milan, NYSE)

e Diversification in
non-core business
(multiutility
model)

e 2002: GenCos and
Distribution assets
disposal
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Focus on
core business

e 2004: Disposal of -
non-core assets
(Enel Hydro, Real
Estate...)

e 2004: Terna’'s
IPO

¢ 2005: Disposal of
additional Enel’s
stake in Terna,
which acquires
GRTN (from ISO to
TSO)

e 2005: Divestiture
of WIND

International
growth

2005: Acquisitions
of Slovenské
Elektrarne (Slovakia)
and Distribution
Companies in
Rumania

2006: Acquisition of
RusEnergoSbyt o
(Russia)

2007: Endesa’s
Public Purchase
Offer (Iberia and
Latin America) N

» 2008: Acquisition of

OGK-5 and
Severnergia (Russia) ®

2009: Complete
acquisition of Endesa
(Iberia ed Latin
America)

Consolidation and
organic growth

2009-2011: Disposal
of non-core assets
(Maritza III East,
Distribution grids for
gas, HV grids in
Spain); upstream gas
activities

2010: EGP’s IPO

2011: Nuclear
power generation
banned in Italy

2012: Disposal of
residual Enel’s stake
in Terna

2011-2013:

Mg Enel
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major areas of presence
RUSSIA

NORTH-CENTRAL ‘ .
AMERICA ALY w  ma SR o
* North America, Cos f y
Rica, Panama, El
Salvador, Mexico
Guatemala

FRANCE

....
..........
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Security Italy

Security Italy

Fraud HeadOuarter & Infrastructure
Management & person% Security Security & Crisis
Local Security M ELET [ hls




Italy: generation assets

a | 43 thermal power plants: 25 installed GW

/ '/ 225 hydroelectric power plants: 13 installed

. tk'//GW

398 renewable power plants: more than 3
installed GW
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Enel Italy: distribution assets

More than 1.100.000 km lines

31 million customers
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rity Italy
tructure Security and Crisis Management

Infrastructure Security

& Crisis Management

G. Condorelli

Infrastrutture primarie [n.] 3.753

Infrastructure  |1nfrastrutture secondarie [n.] . 448.200 Crisis
Security . Management
1.100.000

Linee elettriche [km]

Dipendenti [n.] 36.259

N Enel
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rity Italy
on Infrastructure Security and Crisis Management

Infrastructure Security
and Crisis Management

Infrastructure Security Crisis Management
I I I I I
Security Security event Threats and Relation Remote
d . . . Travel
Masterplan plans & prevention and impact with PuI)Ilc manageme security
Asset — and Risk procedures management assessment Authority ntof Alarms
inventory assessment

Standards Monitoring Projects

Security Situation room Enel Crisis room Security control room

Relevant securit
Warning about security event o,ant v Management of
warnings coming

Open source analysis management -
Security plan management :r&TeEEXf"cal

Relation with National
Security Authority systems }\_\”é: Enel
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tructure Security and Crisis Management
n Infrastructure Security

INFRASTRUCTURE
SECURITY

G. Condorelli

ORGANIZATIONAL
PROCEDURES and
OPERATIVE INSTR. MANAGEMENT
SUPPORT and
ASSET INVENTORY MASTERPLAN
e SECURITY
SERVICE
PRIVACY li

CHECK and RISK PROJECTS and
STANDARD
ASSESSMENT TEST
THERMO HYDRO THERMO HYDRO
PHOTOVOLTAIC GEOTHERMAL PHOTOVOLTAIC GEOTHERMAL
CONSTRUCTION SITE WIND GENERATOR CONSTRUCTION SITE WIND GENERATOR
OFFICES TRANSFORMER ROOMS OFFICES TRANSFORMER ROOMS
COR
COR ENEL STORES ENEL STORES \”
="Z Enel
N
PT RESEARCH CENTERS PT RESEARCH CENTERS -
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CRISIS
MANAGEMENT

ORGANIZATIONAL
PROCEDURES and
OPERATIVE INSTR.

I______

"SIstema GEstione
Documentale”

G. Condorelli

Ii

SUPPORT

MANAGEMENT I
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tructure Security and Crisis Management
n Crisis Management

Security plans
& procedures

Security event
prevention and
management

Threats and
impact
assessment

Relation with Remote
Public management
Authority of Alarms

Travel
security

Security Situation room

Warning about security event

Open source analysis

Security plan management
Relation with National Security

Authority

Enel Crisis room

Relevant security event
management

Security control room

Management of
warnings coming from
physical protection
systems

N2 Enel

N
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Risk Assessment Process

Risk Assessment is a process applied to a specific
perimeter of intervention in order to identify:

vulnerabilities of the infrastructures

threats to which they are exposed and the
probability that these can happen

. J
4 N\
impact and damages deriving from a threat
L J
4 N\
countermeasures for prevention
L J

Risk Assessment is addressed to contribute to service
continuity and safeguard of business material and
immaterial assets

16
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Business Impact Analysis

Business Impa ct Risk

Analysis 7 Analysis /

Business Impact Analysis

Scenario description, identification of the scope of
intervention

Identification of strategic infrastructures and their
interdependencies

Assessment of direct and indirect impacts resulting from
their partial or total unavailability

17
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Risk Assessment
Threats analysis and vulnerabilities

Identification of
threats

that may affect
infrastructures

Analysis of
A LE:DHIETES

of infrastructures

Risk Analysis

Masterplan
Annual Plan for
protection of strategic
infrastructures

18
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Risk Assessment
Risk Matrix

A
PROBABILITY
Frequent .
q Low Medium
Occurs frequently
Probable . .
It is known to occur / Low Medium Medium
occured before
Occasional Low Low Medium Medium
Could occur
Remote Low Low Low Low
Not likely to occur BREAKING NEWS
Minor Moderate Significant Extreme SEVERITY
Negligible Moderate Significant Fatalities
economical-social economical-social economical-social Huge economical-

damage damage damage social damage 19
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tructure Security
ion systems

- thefts
e intrusions
- sabotage

Passive Security
« fences

fixtures
storehouses
sensitive locals
gates

T 3 E=—TT
.

Vulnerability Analysis
* by type of site
- specific site
» specific context

Active Security ‘
 video surveillance
* monitoring
« access control
- anti intrusion
« procedures

J.\Wé Enel
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structure Security
ity Control Room

0 Management of warnings coming

from physical protection systems

O Security event reaction

capability enanchement

O Integrations of warnings and
alarms from infrastracture

security sistems

22



Infrastructure Security
Security Control Room

Civil sites
Sensors/
TVCC
7

Sensors/

TVCC

Industrial
sites
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Local Site

X @

(om) ‘w\
@47A 1]

—_— Local Site 1

Loca site N

oo

Control room
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rity Control Room
ard Communication Protocol

A communication protocol is a set of rules defined in order to facilitate

communication between two or more devices.

It’'s clear the importance of a standard communication protocol with the

involvement of appropriate national and international bodies.

~‘~\~’é Enel
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urity Control Room
dard Communication Protocol

. I

-

CA®) standerd protocol

=

CA ©) with own protocol

—

BSC (**)
(standard protocol)

. E G

\;» ——

CA () with own protocol

(*) Centralized counter intrusion system \\”,
(**) Monitoring and Control Center ;)\{‘Enel

L'ENERGIA CHE TI ASCOLTA.
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rity Control Room
ard Communication Protocol

a Provides bi-directional exchange of information between the
Centralized Counter Intrusion System and the Monitoring and Control
Center, through the following classes of performance: information security
and reliability of the system, time required to report the information to the

Monitoring and Control Center, detail level of exchanged information

d Defines the rules for exchanging information through the general
structure of the data packets exchanged, structure of alarms packages and

SENSOrs

\
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CERSR T TR b eI L hene L . PY
.

eCoordination with Civil
Protection, Ministry of Interior,
Ministry of Foreign Affairs

eCoordination with other
infrastructures operators

(e.g. TSO)

Global Business Services
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Management in Enel

Development of Crisis
Management System

Test through periodic
simulations

Development of emergency
procedures

eDevelopment, operation and
maintenance of crisis and
emergency facilities (e.q.
crisis room)

Mg Enel
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ion making during a crisis...

... the importance of timely information
Declining Options Increasing
Information
Decision
Making
Time | —~ ~‘-‘~\V4Enel

)
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f Resilience

=== Unplanned Losses

e Cost of Resiliance

If unplanned losses are apparently well-contained, it is tempting to
economise by cutting back on Resilience ... but small investments in
Resilience may produce very high Unplanned Losses

Mg Enel
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Management in Enel

Crisis
Management

Strategic Level

Tactical Level

Emergency Emergency Emergency Disaster Emergency Emergency Emergency
Management Management Management Recovery Management Management Management
Conventional ) ) Information Nuclear
Distribution Generation Engineering Technology Security Generation Country 1

Operational Level
Regional Area 1 Power Plant 1 Power Plant 1
Reglonal Area P P I P P

Power Plant 1

(*) for nuclear power plants, instructions refer to “nuclear generation emergency management”

Regional Area 1

Reglonal Area n

N Enel
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Crisis Management
Critical event definition

Intentional/Malicious,
accidental or natural event,
real or potential, which is
able to cause impact on

Business/Service Internal/External
Continuity Environment

Public opinion

32
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Management
ication of critical event

RedCode  Crestemsmentintnd

omissis

Yellow Code

omissis

omissis

Impact level (green, yellow, red) is also evaluated using a Business Impact

Analysis methodology (BIA)
An impact matrix has been defined to support the analysis of critical event
SN

(identification of threshold values for each type of event) D
Ji\

ENERGY IN TUNE WITH YOU.
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Management
Matrix

Impact level

Event Medium(2)

Distribution Eletricity
Network blackout

Distribution Gas Network
blackout

Thermoelectric power plant
inefficiency

Hydroelectric power plant
inefficiency

1. local operating management of the event

2. local operating management of the event and constantly reports to Corporate Security, which
activates the Joint Unit

3. strategic management of the event

N Enel
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t Matrix

Impact level

Damage to Buildings

Data Center unavailability

Telecomunication Network
unavailabilty

Security Operation Center
unavailability

IT unavailability

Customer Service inefficiency

Natural (eg. earthquake, flood)

1. local operating management of the event

2. local operating management of the event and constantly reports to Corporate Security, which
activates the Joint Unit

3. strategic management of the event

Mg Enel
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Impact level

Medium(2)

People damage
(employees and contractors)

Pandemic

Malicious/Intentional
events

Socio-political events (eg.
coup d'etat, war)

Damage to reputation

Environmental damage

1. local operating management of the event

2. local operating management of the event and constantly reports to Corporate Security, which

activates the Joint Unit
3. strategic management of the event

Mg Enel
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Sala Situazione Security

The Situation Room constitutes the main structure for:

Security standard and protection

systems

Monitoring of the security early

warnings

Risk assessment, central and local unit
alerting

Activation of site security plans
Information processing and reporting

Relations with national security
agencies

37
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Management
| event - Reporting and Evaluation
Security Situation Room
Employee External reporting
% II \d Intentional/ Local of critical events
. Malicious Security in
Interr_‘?' Reportinglof & event charge Civil Protection IOtI::_etr ti
critical events —_— o umrs  Internal  NSHtUtions
{Jwg Affairs

or natural

Accidental l
event

Impact Matrix
to evaluate a critical

T event

- gyever ©f
; yS Ah\;‘_‘“w
‘\ ) -

Nl -

Local person in
charge
Head of Security
Low impact dium/Relevant impact

Mg Enel
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Critical event management- Yellow Code

N

- Reporting and
evaluation of critical

event Yellow code activation and
= Management of COOI’dina'[ion
green code
/ Central
Local * 1
""""" * Information, activation Yellow Code
Local Unit for % / Head of
management of critical Security Head of
event , Division/Society
I
~ I
. . I
Joint Unit I
_____ > strategic
coordination?
I i , Yes
: : Security \l'
: : Situation Room
: L oo
: . Relationship o e !
! Lo:;{::;:”:_’;'scal with local Relationship !
: police with media |
i and/or local !
: institution ;
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Management
| event management - Red Code

o
o
" Red Code approval

CEO Enel -_‘ Head of Security

Call Joint H I

Security
Situation Room

: ‘ Local Units for
ggt management of

critical event

Call Crisis
Committee
Unit

Security support -

b 4
\""‘t’ -
W =3

—
-
4

Crisis Committee Joint Unit @

N
& Enel
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