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RATP security approach for public transport system
and for huge multimodal station it is...
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RATP GROUP ITIS...
GROUPE ) RATP
The unique experience of an integrated group,
mastery of all mobility
4 modes of transportation 4 know-how
Q METRO ® DESIGNING
and managing projects of
infrastructures
59 BUS

® OPERATIONS

and to support netwoks

él TRAMWAY ® MODERNIZING
and maintaining existing
networks
) RAILWAY
® DEPLOYING
dedicated services to mobility
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The fifth global player in public transport
More than
5 6 More than
000 i s
employees
present on
5 bil , continents
billion € illion €
of consolidated investis in 2012
turnover in 2011 in ldF
(+ 9% /2010)
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CHATELET-LES HALLES : A HUGE MULTIMODAL STATION

——e Crossing the main lines ——e Chatelet-Les Halles

RER LINES : METRO LINES : BUS LINES :
Lines A, B, D. Lines 1, 4,7, 11, 14 Many night and day lines
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LCCCES
Important shopping mall integrated in the
multimodal station

More than 750.000 passengers each day

—= The RER station
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OVERALL RISK-BASED APPROACH

® Expected belyewig gyrll'gé(uscﬁgsr%ﬂsa:pproacr'/.

® Improve PT attractiveness for passengers

@ Reduce transportation service unavailability

* ... depending on PTO’ s risks acceptance
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OVERALL RISK-BASED APPROACH
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Risks ldentification

/.

® FROM MINOR ® TO MAJOR THREAT @ FROMHUMAN @ TO
THREAT TARGET INFRASTRUCTURE
TARGET

OVERALL RISK-BASED APPROACH
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® CRITICITY = OCCURENCE Rﬁﬁbﬁéstimati"g/.

UCCUURENCE

* Security statistics
* Knowledge of the site

IMPACT P
assen

* Human and environmental gers

* Financial

* Media

Trains Stations

Incivilities

Destroying

Terrorism
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Rapprocher les hommes et
les territoi/res
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MODELLING SECURITY STRATEGY
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SECURITY STRATEGY /.
For each |Prevention [ Protection |Safeguard
risk :
Attacker | Priority 1
Threat Priority 3 Priority 1 Priority 1
Target Priority 2 Priority 1 Priority 1

3q12
N

9/23/13



MODELLING SECURITY STRATEGY
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RISKS ASSESSMENT

A

® For each risk, what are the vulnerabilities depending on :

@ Intention of the attacker
@® Attacker action mode

® General and security features of the infrastructure
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MODELLING SECURITY STRATEGY
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MITIGATION : SECURITY CAPABILITIES

/.

New RATP approach in progress : resilience principles
Resistance : ability of the system to reduce threats

Robustness : intrinsic ability of the system to withstand shocks

Reactivity : ability to analyse, collect, process information and to
mobilize means

@ Redundancy : ability to ensure functionnal redundancy for business
continuity

® Rapidity : ability of the system to find an acceptable state
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notre expertise

des attentes clien}s

MODELLING SECURITY STRATEGY
GROUPE Q) RATP
CAPABILITIES DESIGN /.
Resist. | Robust. | Reactivity | Redund. [Rapidity
Prev. Com. Training Training
Prot. Physical Scc First
security responders
Safeg. Backup Layout
35
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SECURITY MEASURES
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® HUMAN ® ORGANIZATIONAL ® TECHNICAL

SECURITY MEASURES
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® Knowing that something happens

® Knowing where that is going

® Knowing what happens

® Knowing what solutions are possible

® Coordinating the response resources

4418
N
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SECURITY MEASURES
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® Ethical compliance
Private data protection rules
PTO ethical policy

® Costs-benefits analysis
Cost of technology in mass transit system
Difficulty to design a business case

® Societal and cultural acceptance
Staff acceptability
Passengers acceptability

4 919
pons
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BRINGING TOGETHER PRESENT AND FUTURE
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driving innovation

® EXPERIMENTAL [ ] [ ]
STATION FP7 research project THE ROLLING
Explosive detection in STOCK OF THE
Bibliotheque Francois FUTURE

Mitterrand station

% SECUR-ED

RECOGNIZED SECURITY EXPERTISE
EETEE——— T o GROUPE@RATP
_FLICUS

MULTIMODAL SECURITY
MONITORING CENTER

Based on security sub-systems

* Access monitoring

* CCTV monitoring
* Alarms monitoring
* Proactive detection
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BRINGING TOGETHER PRESENT AND FUTURE
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commisioning

® INTEGRATION ® QUALIFICATION : ® RECEPTION :
FOR EACH SUB- FOR EACH SUB- FOR THE WHOLE
SYSTEMS SYSTEMS, AND FOR SYSTEM

EACH SYSTEM

Testing
complies with planned commisioning
procedures in projects management

guide -
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THANK YOU FOR YOUR
ATTENTION
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