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ENISA’s role in the NISD R

01

02

03
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Assist MS and the EU Commission

Participate in the EU NIS Cooperation Group

Secretariat for CSIRTs Network

Elaborate advices and guidelines regarding standardization in NIS
security

Organize exercises

The Network and Information Security Directive - ENISA's contribution | Konstantinos Moulinos 3



NISD Timeline ¥ enisa

Date entry into force + ... Milestone

May 2018 21 months Transposition into national law
November 2018 27 months Memb.er Sta.tes to identify operators of
essential services
33 months Commission report assessing the consistency
May 2019 (i.e. 1 year after of Member States' identification of operators
transposition) of essential services
Commission review of the functioning of the
57 months Directive, with a particular focus on strategic
May 2021 (i.e. 3 years after and operational cooperation, as well as the
transposition) scope in relation to operators of essential

services and digital service providers
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* *

National Cyber Security Strategies ¢ enisa

x *

= All 28 MS have a NCSS

= Challenges:

» Effective cooperation between public
stakeholders

» Establish trust between public and private
stakeholders

,
v

Lack of resources E

Lack of common approach and awareness for ,

privacy i -

» The implementation of vulnerability and risk
analysis

Y VYV

= MS are considering reviewing their NCSS in the
light of the NISD
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DSPs & OESs Obligations * enisa

m Commonalities

e Security measures

* |ncident notification

Differences
|dentification * Implementing Acts
criteria * Light touch approach
Audit * Medium & Large enterprises
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OES obligations ! enisa

Cooperation Group

Incident Cross-border Incident Cybersecurity

Identification reporting Interdepend reporting for Electronic Incident

Criteria OES encies DSP elections Taxonomy

Just approved

Related Article 14
Studies Requests

The Network and Information Security Directive - ENISA's contribution | Konstantinos Moulinos 7



ldentification criteria for OES + emisa

Main steps for MS to create and list OES:

Identify the essential services that are critical for societal and
economic activities.

Identify operators of essential %@@ define specific criteria
and thresholds.

Identify critical busin ocesses and assets that support
the provision of essential services.

Create a list of OES. 5
e

Review and update the list of OES every two years.
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Security measures for OESs < enisa

e Security measures reference document

* List of standards and good practices

e Cooperation Group survey on the process of
identification of security meas at national level

@Y@\@

http://ec.europa.eu/informatio% society/newsroom/image/document/2018-

19/reference document security measures version to be published 44F17
1BD-9E21-9945-FB43065BDD852E89 52065.pdf
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Security Measures for OES

SECURITY
MEASURES
FOR OES
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Significance of incidents & oo

multiple parameters

multiple thresholds

ONMOLVTLKO TIEPLOTOTLKO

o o incident significatif
significant incident

markimisvaarne vahejuhtum

3HaYnTEeNeH NHUNAOEHT
incidente significativo
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Incident Reporting for OES:

the process
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National reporting
Cross border reporting

EU level reporting
(annual summary report)

Informing the public
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Cross border interdependencies o

DIGITAL SERVICE PROVIDERS
E * Online search engine

@ ,@ * Online market place
* Cloud computing

DIGITAL INFRASTRUCTURE /
e |XP
*TLD ENERGY
« DNS
a * Power supply

f * Gas supply
TRANSPORT

* Fuel and oil supply
* District heating
: é * Air traffic control
* Road network maintenance
* Rail passenger & freight

* Maritime traffic control &
management

INFORMATION AND
TELECOMMUNICATIONS

» Voice and data transmission
» Data storage and processing (“’)

DRINKING WATER SUPPLY

AND DISTRIBUTION ‘ ‘

* Waste water treatment

» Storage, supply & quality
assurance

HEALTHCARE SECTOR

* Inpatient medical care
* Distribution of life sustaining drugs
* Laboratory diagnostics

BANKING AND FINANCE P

* Cash supply
* Payment transmission ‘-\’
* Banking

» Stock exchange

GOVERNMENT SERVICES

* Pension/Service
* Payments treasury dept.
» Legislative offices
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Under development ‘.

1. Good practice on consultations for cross border OES (art.
5(4))

Data formats and procedures for notification for OES
Data formats and procedures for notification for DSP
Compendium on Cyber Security of Election Technology

Cross border dependencies

o v~ W BN

Cyber security incident taxonomy
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Cooperation Group Challenges  enisa

- Diverse views regarding

- Low engagement of MS
the approaches

- Few MSs with experience on

the topics - Reluctance to adopt

elements which lead to

- Challenges in meeting
convergence

deadlines by the MSs
- Some MS follow vertical

- Vague definitions of DSP while others cross cutting
approach

- Delays in transposition
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Conclusions FO

Cyber attacks on Clls is now the norm than a
future trend.

Enable higher level of security for Europe’s
Infrastructures.

NISD first piece of work at EU level
Updated Cyber security strategy

MS and private sector, with the assistance of

ENISA, should co-operate to protect Clls

= sharing experiences and information

= developing and deploying good practices

= co-operate with NRAs to achieve EU wide harmonization
of EU regulations

“Collaboration is Everything”.
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Thank you

ﬁ PO Box 1309, 710 01 Heraklion, Greece

@ Tel: +30 28 14 40 9710

info@enisa.europa.eu

@ WWW.enisa.europa.eu
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