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Abstract 
 

This document, prepared by the ERNCIP Thematic Group on “Chemical and 
biological risks to drinking water” summarises the key findings from a number of 
recent reviews undertaken to assess the current situation regarding water 
security planning with the European Union. A large number of initiatives were 
found to exist at International, European Union and Member State level. 
Although a limited response obtained to a survey of water utilities and sensor 
manufacturers, recommendations for the basis of a Water Security Plan were 
suggested. 

The Water Safety and Security Conference organised in Brussels on the occasion 
of the 10th anniversary of the Groundwater Directive gave the opportunity to 
present such recommendations for validation. 

The Water Security Plan concept was positively received by the stakeholders 
(including policy makers and other actors of the EU regulatory framework). The 
key outcomes show that: (i) security being primarily a matter for Member 
States, the concept of a Water Security Plan as part of Water Safety Plans is 
validated/recommended; (ii) preference for guidance rather than further 
legislation emerged from the discussions; (iii) the concept of a demonstration 
project captured the audience’s interest and various issues related to online 
monitoring were addressed. 

To conclude, the visibility of the ERNCIP TG-Water is strengthened and its 
recommendations for a Water Security Plan as part of a Water Safety Plan were 
validated, as well as the need for efficient and integrated online monitoring. 
Implementation of such a concept will now be clarified in ERNCIP TG-Water’s 
work programme for the next two years. 
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1. Background 

The ERNCIP network has been established to improve the protection of critical 
infrastructures in the EU. ERNCIP therefore works in close cooperation with all 
types of CIP stakeholders, focusing particularly on the technical protective 
security solutions.  

The purpose of the ERNCIP Thematic Group on “Chemical and biological risks to 
drinking water” (TG Water) is to support utilities in the development of an 
effective response to a wide range of hazards, typically those considered to have 
a low probability of occurrence but with a potential high impact (e.g. malicious 
acts), that could compromise the supply of safe drinking water. 

In 2015, the Thematic Group produced three state-of-the-art reports that 
reviewed the current status of protection in relation to security of drinking water. 
Our assessment has shown that the situation is fragmented with different 
organisations having responsibility at EU and national level with little 
coordination of activities. Without a consistent and consensus approach, those 
ultimately responsible for protecting drinking water are facing problems to 
implement a robust and reliable framework for risk assessment and risk 
management including security against malicious contamination. 

In 2016, ERNCIP’s TG Water canvassed stakeholders across the EU to identify 
the implementation of current approaches regarding the control of water quality. 
Thus, water utilities, sensor manufacturers and national authorities have had the 
opportunity to contribute their views on the topic. 
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2. Introduction 

The ERNCIP TG Water proposes the development of guidance to enable water 
utilities to prepare a specific Water Security Plan (WSecP), devoted to improving 
the control of water security and which would form a component of the already 
existing Water Safety Plan approach. The guidance aims to focus, initially, on the 
application of on-line monitoring together with event detection software for the 
detection of chemical and biological contaminations as close to real-time as 
possible. 

The primary focus of the Water Security Plan is responding to deliberate acts of 
contamination, although the plan would also help to protect against the effects 
of natural disasters or accidents, keeping in mind the integration into daily 
operation. It is a complementary approach to existing water safety plan concepts 
that deal with events that are more familiar to water providers. In particular, 
this paper reviews the application of innovative online monitoring technologies 
as part of a water security strategy, depending on the individual vulnerability of 
utilities.  

This paper recommends an approach towards a water security plan in a broader 
view.  

The "Water Safety and Security" Workshop held on the 11-12th December 2016 
in Brussels aimed to improve coordination among science, policy-making and 
management/operation actors. The activity and recommendations from the 
ERNCIP thematic group of experts on “Chemical and Biological Risks to Drinking 
Water” was presented to workshop attendees, including representatives of the 
National Authorities and to the CIP stakeholder community, for validation in a 
dedicated session of the workshop. This paper presents the results of this 
validation exercise. 
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3. Overview of standards, guidelines and current practices 
for vulnerability assessment (Pitchers, 2016)  

There is widespread recognition that the assets, associated with the production 
and supply of drinking water, are regarded as critical infrastructure that must be 
protected. Many Member States have included the security of water supply in 
their national security plans but the nature and extent of their vulnerability 
assessments was not clear. 

Several organisations within the European Commission have been involved with 
developing emergency response plans and making preparations in the event of 
an incident.    The European standards organisation, CEN, has several working 
groups involved with security and for water supplies in particular. In addition, a 
number of research projects have been funded by the Commission but their 
outcomes tend to have a restricted distribution, the same for those water 
utilities from big cities already working on it. Several countries have indicated 
undertaking their own research aimed at developing good practice for 
safeguarding their water supply infrastructure.  

The assessment has revealed a very fragmented structure for vulnerability 
assessments with several different organisations active in the area of drinking 
water security. It is not helped by the understandably sensitive nature of the 
topic which makes access to knowledge and expertise difficult and appears to 
have resulted in duplication of effort by Member States in their response 
planning which has resulted in varying extent of implementation.  

 

  



 

ERNCIP Thematic Group: Chemical and Biological (CB) Risks to Drinking Water 
Water Safety and Security Workshop - Brussels, 11th-12th December 2016 

Page 10 of 58 

European Reference Network for Critical Infrastructure Protection (ERNCIP Project) 
https://erncip-project.jrc.ec.europa.eu/ 

 

 

4. Existing legislation, guidelines, standards, organizations 
and projects related to drinking water safety and monitoring 
(Tanchou, 2016)  

Although security of the water supply infrastructure is a concern for working 
groups at the European level, no specific guidelines dealing with biological and 
chemical monitoring in terms of security have been established up to now. 
Nevertheless, European directives such as the Drinking Water Directive (DWD) 
and the Water Framework Directive (WFD) determine regular monitoring to 
ensure the quality of water. National initiatives (eg. NFX52-120, France) exist 
but are not easily accessible. Outside Europe, guidelines and directives are 
available either at the international (WHO, IWA) or national (Canada, US, 
Australia) levels and include reference scientific information.  

In parallel, various European partnerships and organisations exist to tackle 
water quality and safety (JPI-Water, EIP-Water, EurEau, WISE) and security 
(M/487). All these networks group the major stakeholders in the water sector 
(institutions, private companies, operators, governmental agencies, 
regulators…). They are actively involved in driving strategy, policy, and scientific 
approaches.   

Alternatively, European projects and initiatives enable research and 
technological innovation developments. For this reason, particular attention has 
to be paid to FP7 and new H2020 projects as they define future monitoring 
technologies and establish efficient European networks. However, online 
monitoring of contaminations due to biological pathogens is challenging and still 
requires more R&D. 
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5. Water Security Plan and its elements (Raich & 
Weingartner, 2016) 

A Water Security Plan (WSecP) has different elements compared to Water Safety 
Plans, although these proposals are being aligned with them, and with the 
Drinking Water Directive. The new and emerging WSecP is devoted to 
integration into the operational framework of on-line monitoring of the drinking 
water supplied from the drinking water treatment plant (DWTP) to the tap of the 
consumer. By monitoring as close to real-time as possible, the aim is to make 
sure that any contamination occurring in the network is detected within the 
shortest possible time and mitigated. In addition, the fulfilment of this WSecP 
would help a water utility to better understand its vulnerabilities and improve 
the day to day drinking water operational management. Additionally, emergency 
response plans would be readily available in case contamination is detected, 
enabling immediate action and communication with stakeholders. 

The proposed elements of a Water Security Plan are: 

1. Decision of water utility to establish a Water Security Plan 
a. Every water utility — independent of size, since the number of 

accidents happening in small towns is higher than in big cities — 
should be encouraged to go through an evaluation process. 

2. Water utilities to conduct a vulnerability assessment 

a. This is a key element. Factors to be looked at include size 
(population supplied), age and quality of infrastructure, threats, 
accessibility and exposedness (e.g. number of open channels, 
tanks, hydrants), potential contamination sources, special land use, 
poorly-maintained infrastructure in the catchment, history of 
events, and existing protective resources and safety plans or similar 
that have already been implemented. The extent of the 
investigation should correlate with anticipated risks. Some guidance 
in the form of best practices to give orientation (aspects to look at, 
depth of analysis, frequency, etc.) would be valuable. The outcome 
would ideally be quantitative, using tables, and visualised through 
maps in order to increase acceptance by utilities’ management. 
Although a vulnerability assessment needs to consider physical 
security, cyber security and the insider threat of all assets, 
proposals in this report don’t cover any of these aspects, as they 
require a different specialism to advise. The proposals are only 
concerned with the vulnerability of the drinking water itself. 

3. Define protection level 

a. The target protection level will be an individual decision to be taken 
by the water utilities and should be established in proportion to 
other known hazards, other forms of vulnerability (i.e. physical, 
cyber, and insider) as well as other health risk-related guidelines. 
The standardisation of protection levels has not been identified as a 
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long-term target; however, criteria to help establish target 
protection levels will be made available.  

4. Determine the protection level that can be achieved by use of existing 
resources 

a. As a first and most cost-efficient step to increase security and 
protection levels, the resources that already exist should be 
analysed and activated for protection purposes. Examples are 
existing water infrastructure’s physical, cyber and insider 
protections, monitoring systems, data communication systems, 
available and skilled staff, strengthening of good practice, training 
and simulation exercises and the extension of processes that have 
already been implemented. This would allow water utilities to know 
what protection level they possess and also to consider if the 
protection level could be improved by a better use of the 
assets/software that are already part of the water utility. 
Resources, time and the budget for reaching the protection level 
target should be also taken into account. 

5. Undertake a gap analysis 

a. Considering the existing protection level on the one hand, and the 
target protection level on the other hand, the vulnerability gap can 
be described, missing resources to close the gap be defined and a 
proposal/ plan be formulated. 

6. Design of event detection and protection system 

a. Define parameters/data for the event detection system 

b. Analysis of tools for event detection: online and real-time sensors, 
software and communication tools 

c. Scenarios, selection, positioning and integration of sensors, 
simulation tools, visualisation, software and related infrastructure 

d. Automated data collection, validation, reporting and escalation 
program 

e. Automated data analysis, information and alarm program 

f. Integration into daily operation and existing communication 
systems 

g. Reach sustainability (training, recurring checks, audits) 

The finding of other European projects (e.g. UPSIDE DOWN, SecurEau, 
SAFEWATER, ISIS…) will be taken into consideration. 

7. Additional use of Water Security system to support general operation 

a. Security systems need to be integrated into daily operation to 
provide additional information related to water quality and thus be 
used for the improvement of general water quality management 
and daily operations 

8. Prepare an emergency response plan 
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a. Such plans often exist, but need to be adapted according to the 
special characteristics of water security (events), especially in 
terms of necessary speed of response and communication 
management, possible high impact from contamination and 
alternatives to supplying drinking water from the distribution 
network. Clear logistics are important to enable fast action when 
such a plan needs to be executed. 
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6. Survey of national authorities  

Legislation and Organisation  

• Drinking water supply is considered a critical infrastructure by nearly all 
respondents, with one however reporting that drinking water supply was 
not a critical infrastructure. 

• Most Member States reported that Health Ministries have primary 
responsibility for governing the quality of drinking water although 
responsibility is shared between other departments.  

• Implementation of the provisions of legislation is often devolved to 
regional authorities. 

• Legislation primarily governs water quality although some Member States 
have additional requirements for security of drinking water but in separate 
legislation.  

Risk Assessment 

• The security of drinking water is included in the national risk assessment 
in all responses. 

• Several Member States restricted the requirement for a risk assessment 
to water treatment works exceeding a specified volume of production or 
population served. One national authority reported that surface water was 
viewed as more of a critical infrastructure compared to ground water 

• Specifically, reference was made to Drinking Water Safety Plans (World 
Health Organization) or Hazard Analysis Critical Control Point concept 
(HACCP) as the vehicle for conducting a risk assessment or preparing an 
emergency response plan. In one instance, reference was made to a CEN 
Standard (EN 15975-2) on risk and crisis management. Implementation of 
measures by water utilities was undertaken either on a voluntary basis or 
through legislation depending on the national authority and tended to 
focus on the larger suppliers. 

• One Member State reported that it was preparing guidance and factsheets 
with a software tool and considers sufficient information available to 
develop an effective response. 

Drinking Water Security 

• Most Member States reported that measures for protecting the security of 
drinking water took the form of an emergency response.  

The questionnaire did not seek to establish the components of the 
emergency response plan. It was not possible, therefore, to establish, the 
extent to which it covered provisions to maintain a supply in the event of 
a major disruption or to detect an act of deliberate or natural 
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contamination or measures in place to restore the safety of the drinking 
water supply. 

• One member state reported that analysis of its national risk assessment 
has identified a number of areas requiring improvement and has 
established a national group to continually review the situation.  

Support at the EU level 

• A limited number of Member States reported that security could be 
considered within the framework of the Drinking Water Directive, although 
several other Member States reported their reluctance for additional 
legislation. 

• Many Member States reported that they would benefit from guidance at 
EU level and could take the form of sharing best practice and practical 
tools.   
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7. Water quality monitoring strategies  

The availability and suitability of online monitoring techniques to detect 
variations in water quality caused by intentional and unintentional contamination 
of drinking water distribution networks has been investigated. Two surveys, both 
based on a questionnaire, were conducted this year by the thematic group. The 
first survey was distributed to hundreds of European water utilities while the 
second one was globally distributed to over 260 sensor manufacturers.  

 

Observations from the surveys are summarised in the following points: 

 
• The response rate to both surveys was very low, 13 water utilities and 10 

sensor manufacturers 
• The majority of sensor manufacturers who responded, fulfil a niche 

market in water quality monitoring 
• Filling gaps in terms of water quality parameters 
• Operational expenses seem to be higher than presented by manufacturers 
• On average, 55% of the responding water utilities use online sensors and 

monitors for both operational- and event monitoring 
• Water utilities and sensor manufacturers are agreed on the most 

important user-related issue(s) with instrument operation and 
maintenance. These issues are: 

o Lack of available personnel; 
o Lack of skilled personnel; 
o Lack of IT (Information Technology) expertise or resources to 

develop or support information systems for collecting and acting on 
monitoring data; 

o Lack of integration options into plant / network operations 
(software, data processing, communications protocols); 

• Benefit of the use of sensors and monitors is not always clear to operators 

 

It is not clear why the response rate was low. Two possible explanations are:  

 
• Reluctance to provide sensitive information. Water utilities are anxious 

about providing information on the measures they have taken to secure 
drinking water delivery. 

• Overload of information and work, there is no motivation for water utilities 
to respond to this kind of survey. 

To overcome these barriers employees of water utilities could be approached in 
person in the future to collect information needed. The drawback of such an 
approach is the effort needed (time and financial) to collect the information. 

Beside the use of sensors and monitors for operational purposes water utilities 
are aware that the same data can be used for both compliance and security 
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monitoring. Within the “Real-time Water Quality Monitoring” Action Group 
(RTWQM-AG) of the European Innovation Partnership Water (EIP-Water, 2015) 
new monitoring strategies are under investigation. On request of the 
Commission the RTWQM-AG is involved as stakeholder for the revision of the 
following water related Directives: 

 
• Drinking Water Directive (DWD) 
• Water Framework Directive (WFD) 
• Urban Wastewater Treatment Directive (UWTD) 
• Water Reuse Directive (WRD) 

As a result, the RTWQM AG produced two white papers reflecting possible ways 
to implement online monitoring for compliance water quality monitoring. The 
legislative bodies present at the stakeholder meetings supported the ideas 
presented and discussion took place on how the Directives could be adapted to 
allow online monitoring for compliance monitoring. In principle online monitoring 
is already allowed within the DWD. A barrier, however, is the way of reporting 
via the Water Information System Europe (WISE). 

Drinking water data are not reported individually in the WISE system. However, 
when limit values are exceeded, this non-compliance must be reported. In the 
case of monthly sampling frequencies, an exceedance of a limit value for a 
certain parameter is quite clear. But when online monitoring data is collected, 
this may not be as straightforward as it might seem. Is each measurement 
which exceeds the threshold value in the DWD an exceedance and thus to be 
classified as non-compliance? If not, how many consecutive measurements 
above the limit value constitute a non-compliance? And what if a time series of 
online measurements shows ten measurements above the limit value, followed 
by five measurements below and then another ten above? Does this count as 
one non-compliance or as two? 

There is a trend among water utilities to move from conventional laboratory 
analysis to online monitoring of more and more parameters. This means that for 
certain parameters, analysis results will be generated once every hour or even 
every minute instead of once a week or once a month. It is important to agree 
on an approach as to how to aggregate online monitoring data, so that the 
results to be reported to the national authorities (and in the end the European 
Commission) are meaningful and reflect the actual status of these parameters. A 
new definition of (non-)compliance might be necessary for online parameters. 
This currently hampers the use of online monitoring for legislative purposes 
under the DWD. 

 

Important for adapting online monitoring for compliance issues is the need for 
validation of online monitoring equipment and strategies. The RTWQM-AG 
initiated this subject at the Environmental Monitoring Strategy Team which 
provides advice to the Strategic Advisory Body on Environment (SABE) of CEN. 
The following topics are under investigation at the moment: 
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• What should the performance requirements be for the measuring devices 
(MD) 

• How to facilitate data collection, aggregation and structuring for 
interpretation and decision making 

• What are the performance criteria for installation, Quality 
Assurance/Quality Control (QA/QC) (Commission Directive 2009/90/EC) of 
commissioning, calibration and on-going control of MDs to ensure reliable 
data. 

The CEN/TC230 “Water analysis” group will perform a gap analysis on the 
existing standards (prEN 16479-2 (Uc+field test), EN ISO 15839, EN ISO/IEC 
17025 and ISO/FDIS 14034) and will present a report on work to be done to 
cover these gaps early 2017. 

The use of online monitoring for security purposes depends strongly on the 
implementation of online monitoring for operational and compliance purposes. 
Many actions have been initiated during this year as presented previously. No 
legislative actions are needed at this point in time for security matters. In fact 
there is a strong advice from the Member States (MS) to develop guidelines on 
how online monitoring can contribute to security issues, rather than legislation. 

In summary, the monitoring strategies needed for operational, compliance, 
safety and/or security matters do not conflict. Actually, in principle these 
strategies look similar and even strengthen each other. The need to develop 
these strategies in parallel with a high crossover of information exchange is 
important to avoid legislative and operational conflicts in the future. 

  



 

ERNCIP Thematic Group: Chemical and Biological (CB) Risks to Drinking Water 
Water Safety and Security Workshop - Brussels, 11th-12th December 2016 

Page 19 of 58 

European Reference Network for Critical Infrastructure Protection (ERNCIP Project) 
https://erncip-project.jrc.ec.europa.eu/ 

 

 

8. Conclusions and Recommendations regarding Water 
Security Plans 

There are widespread and heterogeneous approaches for security of drinking 
water supply in the MS. Consequently, ERNCIP TG-Water recommends 
establishment of the Water Security Plan concept, building on best practices. The 
fulfilment of this Water Security Plan would inform the water utility about its 
vulnerabilities and improve operational management of drinking water safety on 
a daily basis. Finally, emergency response plans would be already available in 
case any contamination is detected and immediate action is needed. MS 
authorities support the production of guidance at the EU level to all water 
utilities to specifically consider its security risks, rather than establishing new 
legislation.  

 

Online monitoring and event detection can be one of the measures to alert an 
operator at an early stage of contamination. However, online systems need to be 
integrated into daily operation so that systems intended for security control 
contribute to ensuring the safety of drinking water. In principle, online 
monitoring is already allowed within the DWD and would be undertaken 
regardless for operational monitoring. However, a barrier is the way of reporting 
via the Water Information System Europe (WISE) that is not in line with the data 
collected from online monitoring. Additionally, the reliability of data obtained 
from on-line sensors has to be ensured. This hampers the use of online 
monitoring for legislative purposes within the DWD. 

The following areas are currently under investigation and would facilitate the 
operation of online systems. 

• Performance requirements for measuring devices 
• Quality Assurance/Quality Control (QA/QC) of commissioning, calibration 

and control of measuring devices to ensure reliability 
• Harmonization of standards related to equipment and operation  

Repeated low feedback rates of surveys suggest reluctance of stakeholders to 
communicate about security measures. Improved approaches in e.g. personal 
communications could contribute to supplement fragmentary information.  

It is relevant to be in close contact with key organisations. Their expertise and 
global insight over the drinking water sector is central, especially to deal with 
security.  

Presently, data formats are not compatible and harmonized protocols and data 
standards would establish proper communication between instruments. The 
process of treatment of data into information to support decision making has to 
be looked at.  

As introduced in the concept of Water Security Plan, detection of events has to 
be seen in a broader context to identify the type and nature of contamination 
(by high end analytical procedures) and to take measures to ameliorate the 
situation.  
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9. Recommended next steps 

 
It is recommended that: 
 

1. Although some discussions suggest legislation may be a vehicle to 
transpose security measures, but national authorities seem to prefer 
guidance at the EU level rather than establishing new legislation. 
Guidance by means of a dedicated Water Security Plan would integrate 
security aspects in drinking water supply taking into account individual 
risks and capabilities of suppliers. Further specification is to be prepared 
by the ERNCIP TG-Water in 2017+. 

 

2. Online monitoring is part of the WSecP consideration and takes into 
account event detection. At the same time, online monitoring can 
contribute to water quality control if integrated into daily operation.  

 

3. For the same reason, there is a need for performance requirements for 
measuring devices, Quality Assurance/Quality Control (QA/QC)[5] of 
commissioning, calibration and control of measuring devices to ensure 
reliability. These need to be identified by the ERNCIP TG-Water in 2017 in 
order to produce a proposal. 

 

4. The suggested Water Security Plan could be tested in few water utilities 
of different sizes, as a reference, in the frame of a European 
Demonstration Project. 

 

5. Dialogue with end users and other stakeholders should be improved by 
means of encouraging direct contacts, discussion fora or by developing 
additional communication channels. 

 

During the Water Safety and Security workshop in Brussels, the main 
conclusions reported in this paper were presented and the recommendations 
were discussed to validate the approach of a Water Security Plan. The key 
questions were:   

1- Is guidance in form of a Water Security Plan aiming at addressing security 
of water utilities in an individual approach supported by the workshop? 
 

2- Is it supported that online monitoring is a powerful tool to detect events, 
but needs to be integrated into daily operation to deploy its full potential 
to protect the water distribution? If so, is it supported that WISE needs to 
be compatible for online monitoring data acceptance? 
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3- Is it supported that ERNCIP should act as platform to take advantage of 
expertise gained in relevant EU projects and to initiate demonstration of 
the power of WSecP in practice?  
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10. Conclusions from the workshop 

The presentation of the ERNCIP TG-Water activities on the Water Security Plan 
concept (see Annex I) was positively received by the stakeholders (including 
policy makers and other actors of the EU regulatory framework). Key outcomes 
are: 

 
• It has to be taken into account that legislation on security is primarily a 

matter for Member States and not the Commission. However, the concept 
that a Water Security Plan is part of a Water Safety Plan will facilitate the 
implementation of the common aspects and the Commission could 
recommend to the Member States the adoption of the security measures 
within the Water Safety Plans already included in the DWD. Afterwards, 
utilities could be put under obligation by their national regulators to have 
a Water Security Plan. 
 

• Sufficient attention should be given to the feasibility that the guideline is 
developed within the holistic framework of the anticipated refit of the 
Drinking Water Directive (DWD). It is suggested reconsider whether the 
issue of drinking water security should be properly evaluated for this refit.  

 
• Relevance of guideline instead of legislation was discussed. Operators are 

clearly in favour of guidelines and EurEau, as the European association of 
water suppliers, has indicated that it will oppose any additional legislative 
initiative. 
 

• EurEau are ready to collaborate with the TG-Water. The recent 
involvement of EurEau in a NATO initiative about Drinking Water Security 
was mentioned. ERNCIP is invited to take part to the next executive 
committee (2-3 February 2017, Lausanne). 

 
• It is relevant to make a reference to the Commission Directive 

2009/90/EC (related to Water Framework Directive 2000/60/EC). This 
Directive lays down technical specifications for chemical analysis and 
(online)-monitoring of water status. It establishes minimum performance 
criteria for methods of analysis to be applied by Member States. 
Moreover, the Commission adopted the Commission Directive (EU) 
2015/1787 amending Annexes II and III to the Drinking Water Directive. 
These amendments allow a better and more problem-oriented 
monitoring and include online monitoring. 
In addition, international standards such as EN 15975 part 1 (crisis 
management) and 2 (risk management) should be taken into 
consideration 
 

• It was mentioned that water security is in cascade with other sectors such 
as energy since a major malicious attack may affect several sectors 
simultaneously.	A	common	approach	for	a	Security	Plan	might	be	considered. 
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• The Water Information System for Europe (WISE) gateway comprises a 
wide range of data and information collected by EU institutions. However 
this network may not be suitable as it does only concern exceedance of 
limit values for the parameter mentioned in the Drinking Water Directive.  

 
• The concept of a demonstration project captured the audience’s interest. 

The objectives must be more precisely defined to test the proposed 
technologies within a Water Security Plan.  Some needs were expressed 
and might be taken into account:  
(i) the implementation of event detection system to monitor remotely 

the drinking water quality in water systems should be easy to put 
into practical use (but not in term of technology). Simple, low-cost, 
sustainable and maintenance-friendly solutions are still missing  

(ii) the assessment of the performance and reliability of sensors 
(especially for quantitative analysis) as well as the improvement of 
low-energy sensors  

(iii) the assessment of procedures for approval of alternative measuring 
techniques (such as online monitoring).  Currently, EU procedures 
for approval by MS are quite elaborate, time consuming and costly.  

(iv) the validation of natural events as well as malicious acts in parallel 
for rural and urban areas (since risks and access to water assets 
are not the same) 

(v) the assessment of software dedicated to sensors location 
optimisation and false-alarm management 

(vi) the compatibility between the proposed Water Security Plan and 
existing standards related to risk and crisis management (CEN and 
ISO)  

However, the ERNCIP may not be the appropriate platform to run such a 
project. 

• NEN (Nederlands Normalisatie-instituut) reminded that they can (i) be 
consulted as often as necessary with all issues related to European 
standardization and (ii) attend TG-Water meetings (in Brussels) when 
specific standardisation skill is required.  
 

• Stronger participation of all stakeholders (end-users, manufacturers, 
citizen …) at early stage of actions was raised. It was reminded that 
ERNCIP is a trustworthy network to communicate.  
 

• More Workshops like this one would be valuable to clarify water security 
issues (especially in terms of research) in order to inform the European 
Commission about the needs. 
 

• To conclude, the visibility of the ERNCIP TG-Water was strengthened and 
its recommendations for a Water Security Plan as part of a Water Safety 
Plan were validated, as well as the need for efficient and integrated online 
monitoring. Implementation of such a concept has now to be clarified 
through concrete actions to be included in the work programme for the 
next two years, relying on the stakeholders’ concerns reported above.   
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12. Abbreviations 

CEN: European Committee for Standardization 

CIP: Critical Infrastructure protection 

DWD: Drinking Water Directive 

DWTP: Drinking Water Treatment Plant 

ERNCIP: European Reference Network for Critical Infrastructure Protection 

EC: European Commission 

EU: European Union 

ISO: International Organization for Standardization 

JPI-Water: Joint Programming Initiative on Water 

JRC: Joint Research Centre 

MS: Member State 

NATO: North Atlantic Treaty Organization 

RTWQM-AG: Real-time Water Quality Monitoring Action Group 

TG-Water: Thematic Group on Chemical and Biological risks to drinking water 

WFD: Water Framework Directive 

WHO: World Health Organisation 

WISE: Water Information System Europe 

WSecP: Water Security Plan 
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