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Critical infrastructure is an asset, system or part thereof … essential for the maintenance of
vital societal functions, … the disruption or destruction of which would have a significant
impact in a Member State as a result of the failure to maintain those functions.
Council Directive 2008/114/EC of 8 December 2008 on the identification and designation of European
critical infrastructures and the assessment of the need to improve their protection. Official Journal of
the European Union, 23 December 2008.

“… essential infrastructure and services that support our community – utility services such as
water, wastewater and stormwater, electricity, gas, telecommunications and transportation
networks including road, rail, airports and ports.”
New Zealand lifelines committee

“Some elements of critical infrastructure are not assets, but are in fact networks or supply
chains”
Australia’s Critical Infrastructure Resilience Strategy, 2010

Protection
Protection means all activities aimed at ensuring the functionality, continuity and
integrity of critical infrastructures in order to deter, mitigate and neutralise a
threat, risk or vulnerability
Council Directive 2008/114/EC of 8 December 2008 on the identification and designation of European
critical infrastructures and the assessment of the need to improve their protection. Official Journal of
the European Union, 23 December 2008.

§ Previous activities have focused very much on the physical protection of an asset
(integrity)
§ Complete physical critical infrastructure protection can never be guaranteed
§ Achieving the desired guaranteed level of protection is not cost-effective in relation to
the actual threats

“The ability of a system, community or society exposed to hazards to resist, absorb,
accommodate to and recover from the effects of a hazard in a timely and efficient manner,
including through the preservation and restoration of its essential basic structures and
functions”
2009 UNISDR terminology on disaster risk reduction
Focus on the performance of
services, not on the physical
damage of assets…

Tierney, K. and Bruneau, M. (2007) Conceptualizing and Measuring Resilience:
A Key to Disaster Loss Reduction, TR News 250, Transportation Research
Board, pp-14-15, 17.

A paradigm shift
§ Recent years have seen a shift in focus:
§ in policy and technological analysis
§ on a political level – first in the US and now in the EU

§ From protection of critical infrastructure to resilience of critical
infrastructure
Absorptive capacity

e.g. response of a component or a system to a hazard

Adaptive capacity

e.g. passive and active redundancy

Restoring capability

e.g. the amount of resources (time, money) the recovery takes, or
measuring the ration of lost performance/total performance

§ Improved risk evaluation and application of
resilience concepts to critical infrastructure
§ Horizon 2020, Secure Societies, DRS-7-2014:
Crisis management topic 7: Crises and
resilience – operationalizing resilience
concepts
§ 1st of June 2015 – 30st of September 2018
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The overall objective of IMPROVER is to:
“Improve European critical infrastructure resilience to

crises and disasters through the implementation of
combinations of societal, organisational and technological
resilience concepts to real life examples of pan-European
significance”

What we mean by this is:
1. Understand the definition of resilience and it’s application to
critical infrastructure
2. Understand how this can be measured
3. Develop methods and tools to help operators to measure,
evaluate and improve the resilience of their infrastructure and
ultimately maintain the ability of systems to continue to provide
the service required

And…
All of this should be packaged in a way that it is compatible
with the existing risk management activities of CI operators,
and done in a way that is compatible with the national risk
assessment guidelines of the EU.

Implementation
Stage1: A survey of available approaches for the definition, implementation and
evaluation of resilience concepts to critical infrastructure
Stage 2: An evaluation of promising available approaches and further development to
improve their effectiveness, linking the developed approaches with EU risk assessment
guidelines
Stage 3: A demonstration of the methodologies in operation

Testing the IMPROVER framework: Pilot Implementations
§ 5 living labs:
§ Municipality of Barreiro
§ French A31 highway
§ Hungary M1 Highway
§ Port of Oslo
§ The Oresund Region

The Port of Oslo
•

Designated port

•

3 km from the Oslo city centre

•

35 different enterprises
•

container harbour (the largest in Norway),

•

storage and distribution of petroleum products,

•

handling of dry bulk material, car import,
transport and forwarding

•

Half of Norway’s oil supply come by tanker to the
Port of Oslo.

•

The tank facility in Ekebergåsen and the Sjursøya oil
terminal
supply 40 % of the fuel consumption in Norway and
all fuel to the Oslo Airport

Municipality of barreiro
•

Water supply system in the Barreiro municipality outside
Lisbon

•

Comparable to water supply systems all over Europe

•

Linked to all sectors of society, such as energy,
transportation and telecom as water is one of three basic
survival needs (shelter, water, food)

•

Barreiro covers a large area of contaminated land in the
Tagus Bay Industrial Park, located right on Tagus river bank

•

The area where Barreiro is situated is subject to frequent
earth quakes with varying magnitude

M1 Highway, hungary
•

Toll motorway in northwest Hungary

•

Connects Budapest to Vienna

•

Part of the European routes E60, E65 and E75

Some conclusions from previous workshops…
§ A lack of consensus on the definition of the word resilience does not stop it from being a
practical tool for critical infrastructure operators.
§ Resilience includes risk management activities, but it goes beyond risk management by
focusing on recovery aspects, organisational issues, and how to handle unforeseen events.
§ A focus on resilience is a result of another change being faced by operators: the move from
protecting assets to assuring functionality.
§ Resilience is optimistic, empowering, service-oriented and already implemented by many
operators despite a lack of definition.

