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Biometrics

* The automated recognition of individuals, based on their
biological and behavioural characteristics
usually, in real time
usually, living

* Many broader uses - especially in operational policing
* Forensic applications are usually ‘examiner assisted’
« Often not real time
« Sometimes not dealing with living subjects
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Some Potential Biometric Apg

for use in Critical Infrastructu

Physical access control

Logical access control

‘On-the spot’ verification of identity

ABC gates for immigration

Surveillance systems

Employee vetting

Authorisation and audit of key activities

Confirmation of specialised training and qualifications
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Published Guidance

‘Guidance for Security Managers’

« published in May 2015
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Biometric Systems

* Multiple components
— H/W and S/W

— Communications network

— Processes
* Enrolment
 Fall-back / business
continuity
— Policies
« Security
» Testing
* Privacy

Application

Biometric
Sub-system

Management Processes
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Design and Implementation

Operating a biometric
system

Acceptance testing of
a biometric system

Planning for
implementation of a
biometric system

Use of relevant standards:

ISO/IEC 30124:
Code of Practice for the
Implementation of a Biometric

Determining the type
of recognition system

System
Assessing the need
for a recognition ISO/IEC 19795: Biometric
system Performance Testing and
Reporting




Choice of Modality
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Biometric Processes

* Enrolment
— supervised / unsupervised
* training
— obtaining a high quality sample is key to performance
« Automated quality assessment software
* Verification
— 1:1 comparison of a probe to a single reference
» Typically used with a PIN pad or smartcard and reader
* |dentification

— 1:many search against a database of reference samples to identify
the user

— Duplicate check to determine if a ‘new’ subject is already enrolled
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The comparison process: Accu
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Security - spoofing
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Summary

» Biometric technologies may not always be the most
appropriate solution

* Need to consider the ‘end-to-end’ process, not just the
technology

* Not COTS products — especially for Critical Infrastructure
applications

* Proper testing is vital

* Need to consider non-functional aspects such as
— Privacy
— Legality
— Inclusivity
— Usability
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