
Cri$cal infrastructure 
resilience index


JRC,	Ispra	
28	April	2016	

	
Prof.	Christer	Pursiainen	

Arc=c	University	of	Norway	(UiT)	
christer.h.pursiainen@uit.no		

	

The	presenta=on	is	based	on	a	project	called	IMPROVER	that	has	received	funding	from	the	European	
Union’s	Horizon	2020	research	and	innova=on	programme	under	grant	agreement	no.	653390.	







R i s k 
assessment 

Prevention Preparedness Warning Response Recovery Learning 

Failure data 
gathering  

Safety and 
security culture 

Preparedness 
plan and crisis 
organisation 

Monitoring  Situation 
awareness 

Unplanned 
maintenance 

Evaluation  

Knowledge of 
the context 

Risk treatment 
plan 

Redundancy 
plan  

Early 
warning and 
alarm  

Decision-
making 

Restart Institutional 
learning 

Risk 
assessment 
procedure 

Risk 
communication 

Cooperation 
agreements 
(external 
resources) 

  Coordination 
(internal and 
external) 

Autonomy Implementation 
of lessons 

Monitoring and 
review 

Resilience plan Capability 
building 

  Communication 
(internal and 
external) 

  Technological 
upgradability 

Testing and 
simulation 

Resilient design Capacity 
building 

  Resource 
deployment 

    

  Pre-emptive 
maintenance 

Technical 
supportability 

  Absorption/ 

damage 
limitation 

    

    External 
interoperability  

  Externalised 
redundancy 

    

    Stakeholder 
management 

        







7	

Unplanned	
maintenance	

Maintenability	

Spare	parts	
availability	

Personnell	
availability	

Equipment	

Long-term	
reconstruc=on	

RECOVERY	

Indicator	n...	

Organisa=on	
and	procedures	

Crea=vity	and	
improvisa=on	

Hazard	source	
limita=on	

Assessment	
system	

Indicator	n...	

Restart	

Autonomy	

Level	1	 Level	2*	 Level	3*	

*	Includes	a	possibility	of	
Applicable/Not	applicable,	the	
possibility	of	weigh=ng	(NA≤1),	as	
well	as	addi=onal	indicators	

Level	4	
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Level 3 metrics Level 4 metrics 
0 Non-existent Complete lack of any recognisable processes. The organisation has not even 

recognised that there is an issue to be addressed. 
  

  

  

Specific metrics for any 
quantitative, semi-
quantitative or 
qualitative indicator is 
transformed into 
processes, procedures, 
series of actions, series 
of operations, schemes, 
methods, or systems, 
corresponding one of 
the maturity levels 0-5. 

1 Initial/Ad Hoc There is evidence that the organisation has recognised that the issues exist and 
need to be addressed. There are, however, no standardised processes; instead, 
there are ad hoc approaches that tend to be applied on an individual or case-
by-case basis. The overall approach to management is disorganised. 

2 Repeatable but 
Intuitive 

Processes have developed to the stage where similar procedures are followed 
by different people undertaking the same task. There is no formal training or 
communication of standard procedures, and responsibility is left to the 
individual. There is a high degree of reliance on the knowledge of individuals 
and, therefore, errors are likely. 

3 Defined Process Procedures have been standardised and documented, and communicated 
through training. It is mandated that these processes should be followed; 
however, it is unlikely that deviations will be detected. The procedures 
themselves are not sophisticated but are the formalisation of existing practices. 

4 Managed and 
Measurable 

Management monitors and measures compliance with procedures and takes 
action where processes appear not to be working effectively. Processes are 
under constant improvement and provide good practice. Automation and tools 
are used in a limited or fragmented way. 

5 Optimised Processes have been refined to a level of good practice, based on the results of 
continuous improvement and maturity modelling with other organisation. IT is 
used in an integrated way to automate the workflow, providing tools to 
improve quality and effectiveness, making the organisation quick to adapt. *Cobit	process	

maturity	scale	
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Example	#1	of	how	to	define	Level	3	&	4	values*	
	
Oslo	Airport	Gardermoen	fuel	logis=cs	
L1	PREVENTION	>	L2	Resilient	design	>	L3	Redundancy	>	L4	Reserve	storage	capacity		
	
	

0 Service disrupted for more than 
90 days 0 m3 reserve storage capacity 

1 Service disrupted for 30-90 days 38 630 to 4 600 m3 reserve storage 
capacity 

2 Service disrupted for 7-30 days 53 440 to 38 630 m3 reserve storage 
capacity 

3 Service disrupted for 3-7 days 56 020 to 53 440 m3 reserve storage 
capacity 

4 Service disrupted for less than 3 
days 

57 950 to 56 020 m3 reserve storage 
capacity 

5 No disruption to service 57 950 m3 reserve storage capacity 

*Based	on	Greg	Baker’s	(SPFR,	Norway)	background	paper	for	the	Improver	Project	
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Example	#2	of	how	to	define	Level	3	&	4	values*	
	
Seismic	design	capacity	of	a	free-standing	transmission	tower	
L1	PREVENTION	>	L2	Resilient	design	>	L3	Robustness	>	L4	ASC/MSDC		
	
	0 Service disrupted for more than 

48 hours 
ASC < 0.5MSDC 

1 Service disrupted for 24-48 hours 0.5MSDC < ASC < 0.75MSDC 

2 Service disrupted for less than 24 
hours 

0.75MSDC < ASC < 1.0MSDC 

3 Service disrupted for less than 12 
hours 

ASC = MSDC 

4 Service disrupted for less than 1 
hour 

1.0MSDC < ASC < 1.25MSDC 

5 No disruption to service 1.25MSDC < ASC 

MSDC	=	Mandatory	Structural	Design	Capacity	
ASC	=	Actual	Structural	Capacity	

*Based	on	Greg	Baker’s	(SPFR,	Norway)	background	paper	for	the	Improver	Project	
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Example	#3	of	how	to	define	Level	3	(&	4)	values*	
	
Seismic	design	capacity	of	a	free-standing	transmission	tower	
L1	PREVENTION	>	L2	Planned	maintenance	>	L3	Policy	and	strategy	>	L4	Qualita=ve	evalua=on		
	
	0 	 Non-existent	 

1 Ini=al	/Ad-hoc	 Reac=ve	execu=on	and	on	purpose	 
2 Repeatable	and	intui=ve	 Establish	and	maintaining	the	mission,	policy	and	strategy	to	plan	and	perform	the	processes. 

Requirements	are	iden=fied.	 

Maintaining	and	valida=ng	the	requirements	with	bidirec=onal	communica=on.	 

Ac=vi=es	priori=zed	according	to	the	requirements. 

Performance	objec=ves	are	established	(including	quality)	according	to	defini=ons,	procedures	and	standards.	 

Service	agreements	are	established	and	maintained	for	managing	and	delivering	services. 

3 Defined	process Process	improvement	opportuni=es	are	established	and	maintained.	 
Essen=al	resources	and	iden=fied	and	priori=zed.	 

Plans	and	need	for	standard	services	are	established. 

Known	and	tested	solu=ons	are	defined	to	solve	or	prevent	the	known	incidents.		 
4 Managed	and	

Measurable	 
Encourage	quan=ta=ve	process-performance	evalua=on	through	benchmarking.	 

5 Op=mized Encourage	the	con=nuous	improvement	of	processes	and	technologies	towards	a	world	class	maintenance.	 

*Based	on	Bjarte	Rød’s	(UiT,	Norway)	background	paper	for	the	Improver	Project	
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