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Thales Communications & Security 

Introduction  

▌ The ERNCIP Thematic Group (TG) “Case 
studies for the cybersecurity of Industrial 

Automation & Control Systems” : 

A research project defining directions  

Not a proposal of an applicable standard 

▌ It was to deliver : 

Case studies 

IACS Cybersecurity Certification Principles 

Research and action roadmap  

▌ Started in January 2014 

▌ Ended in November 2014 

▌ Published in February 2015 
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Thales Communications & Security 

What an IACS is, and previous perspectives on cyber-vulnerabilities 
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Thales Communications & Security 

The TG’s work process 

March 2014 

June 2014 

September 2014 
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Thales Communications & Security 

The need is there… 

▌ An IACS CS T&C scheme would be useful 

– Users would buy CS certified products rather than non CS certified ones 

▌ It should focus on IACS products / components only 

– Valid for a component, in a given version, under specified operating conditions 

– Cyber secure products little more expensive (// plants’ set-up & running costs) 

– Selling CS certified products would not entail unbearable extra costs for vendors 

▌ It should overcome basic obstacles 

– What is the value of a certificate if cyber-attacks are unavoidable? (MITRE, 2011) 

– Should be European, not only national 

– Stakeholders do not want T&C to be mandatory (ENISA, 2013) 

– Currently no European obligation for IACS CS certification, hence voluntary 

– Vulnerabilities detection primarily in the hands of process owners, also of vendors 

– Integrators & users need further efforts to cyber secure systems and plants 
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Thales Communications & Security 

Product certification: common needs, common state-of-the-art 

Common knowledge 

Common requirements 

Common process 

A common 

logic 

beyond 

differences 
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Thales Communications & Security 

A possible 4-level IACS Compliance & Certification EU scheme 

No obligation 
Vendors’ initiative 

No obligation 
Clients’ request in RFPs 

Possible obligation 
Sector regulation  

Obligation 

Defence, Space, … 
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Thales Communications & Security 

Research & action proposals for 2015-2020 
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Thales Communications & Security 

In conclusion… 

▌ Going beyond cyber-naïveté :  

Cybersecurity is not just in IT guy’s hands 

 

▌ Getting involved in defining the future EU IACS cybersecurity C&C scheme 

From mere support to active membership 



www.thalesgroup.com 
OPEN 

Thanks for your attention… 

PAUL THÉRON 
+33 6 86 65 20 81 


